Fall 2007 Control Testing Worksheet

	Q#
	Control Objectives 
	Control Procedures
	Test of Control 
	Control Test Results

	1 Control Environment Assessment Tools (Questions 1-38)

	2
	Employees fully and clearly understand what behavior is acceptable and unacceptable under the agency’s Code of Ethics and know what to do when they encounter improper behavior.
	Agency employees receiving ethics and internal control training during June 2007.  After the training, employees signed the Code of Ethics to document their understanding of its conditions. The Human Resources Department ensures all new employees sign the Code of Ethics during their initial orientation session.


	Test #1

Randomly select 10 employees from the most recent CIPPS U022 Report – Detail Payroll Expenditures Report.  For each employee selected: 

(a) determine whether a signed Code of Ethics is on file.

(b) obtain the sign-in sheets and email training confirmations for the 2007 Agency Ethics and Internal Control Training session, and determine whether the employee received the mandatory ethics training.

(c) obtain the employee’s current Employee Work Profile (EWP) and determine whether the employee has documented their understanding of, and agreement to, their job description by signing the EWP.

(d) determine that the EWP is current (i.e., has an effective date of 10/25/06 or later).

(e) determine that the EWP contains a completed Employee Professional Development Plan.

(f) obtain the agency’s written organization chart and determine whether the chart accurately reflects the employee’s current position.

(g) obtain the employee’s personnel folder and determine whether an annual evaluation was completed in October 2006 and an interim evaluation was completed in June 2007.  Verify that the evaluations were signed by both the employee and the employee’s supervisor.


	Control Fully Functioning?

 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No, See Corrective Action Plan



	12
	Job descriptions (and other documents that define key position duties/requirements) are current, accurate, and understood.
	Employees have written Employee Work Profiles (EWPs) outlining job descriptions and duties.  EWPs are updated annually in the fall or whenever significant changes to an employee’s position occur, ensuring they are current.  Supervisors discuss job descriptions with staff during the update process and employees sign the EWP to document their understanding of their duties.

	See Test #1 (c )
	Control Fully Functioning?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No, See Corrective Action Plan

	13
	There is a mechanism in place to keep the job descriptions current, accurate, and understood.
	EWPs are updated annually or whenever significant changes to an employee’s position occur.  Human Resources monitors the update process to ensure all EWPs are completed before the annual cost-of-living increases are processed in November or before in-band adjustments are processed for mid-year changes in job duties.

	See Test #1 (d)
	Control Fully Functioning?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No, See Corrective Action Plan

	16
	Employees are properly trained and are capable of performing all jobs within your division.
	Each EWP includes an “Employee Professional Development Plan”.  Training goals are reviewed and updated annually.

	See Test #1 (e) 
See Test #40 (c )
	Control Fully Functioning?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No, See Corrective Action Plan

	19
	The agency’s organizational structure is appropriate to carry out its mission and manage its activities.

	The agency has a current, written organization chart that documents its structure.
	See Test #1 (f)
	Control Fully Functioning?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No, See Corrective Action Plan

	36
	Supervisory personnel meet periodically with employees in your division to review job performance and discuss opportunities for improvement.


	Formal evaluations are done twice a year: interim evaluations are done in the spring and final evaluations are done each fall.

	See Step 1 (g)
	Control Fully Functioning?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No, See Corrective Action Plan

	25
	Management periodically evaluates the organizational structure relevant to your division in light of changes in the scope, nature, or extent of your operations.
	The organizational structure is revised as changes occur or opportunities for efficiency arise.


	Test #2
Discuss the agency’s organization chart with the Human Resources Director and determine when the last change in the organization’s structure occurred.  Ask whether in her opinion, additional changes to the organizational structure are needed.

	Control Fully Functioning?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No, See Corrective Action Plan

	28
	Management designates who is responsible for committing your division to financial or contractual obligations through a formal delegation of authority.

	The agency has a formal Purchasing Policy and delegations of purchasing authority.

	Test #3

Obtain and review the current Purchasing Policy and related Delegation of Purchasing Authority Form.  Judgmentally select 5 purchases made since the Policy was signed and determine whether the purchaser has been formally delegated purchasing authority.

	Control Fully Functioning?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No, See Corrective Action Plan

	34
	Existing personnel policies and procedures facilitate recruiting and developing competent and trustworthy personnel necessary to achieve the agency’s objectives.
	Applicants go through a formal screening and interview process to ensure they are competent and meet the minimum job requirements for the position.  The Human Resources Department checks employment references before an offer is made and criminal background checks are performed on all new employees to help ensure their trustworthiness.

	Test #4

Obtain a listing of all employees hired within the last three years from the Human Resources Department.  Randomly select 5 employees from this list.  For each employee selected:

(a) obtain the hiring packages associated with the position and verify that applicants went through a formal screening process.

(b) verify that a criminal background check was completed.

	Control Fully Functioning?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No, See Corrective Action Plan

	38
	Management takes the appropriate remedial action for departures from approved policies and procedures.
	Management addresses significant departures from established policies and procedures in accordance with the Standards for Conduct for Employees published by DHRM.

	Test #5

Contact the Human Resources Director and obtain a report of all formal disciplinary actions in the past year.  Verify that appropriate action was taken in the matter.
	Control Fully Functioning?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No, See Corrective Action Plan

	2 Agency-Level Risk Assessment Tools  (Questions 39-52)

	39
	Formal or informal mechanisms exist to inform management of events that are considered risks; i.e., events that may adversely affect the achievement of agency-wide or division objectives.
  
	The agency COOP Plan addresses risks associated with both short-term and long-term service interruptions. 
	Test #6
Obtain the agency’s COOP Plan and verify that the plan addresses both short-term and long-term service interruptions and that the plan appears current.
	Control Fully Functioning?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No, See Corrective Action Plan

	49
	The agency’s risk response considerations are not limited solely to reducing identified risks, but also include consideration of new opportunities.
	The SWOT analysis included in the Agency Strategic Plan considers both risk and opportunities.
	Test #7

Review the current agency Strategic Plan.  Determine whether:

(a) a S.W.O.T. analysis was done for strategic objectives.

(b) the plan addresses risks to the agency as a whole.  

(c) the plan appears current (was completed and/or updated during 2007)


	Control Fully Functioning?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No, See Corrective Action Plan

	52
	The agency evaluates risk from an ARM/agency-wide/portfolio perspective.


	The SWOT analysis included in the Agency Strategic Plan evaluates risk at both the agency-wide and service levels.


	See Test #7 (b)
	Control Fully Functioning?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No, See Corrective Action Plan

	3 Agency-Level Control Activity Assessment Tools  (Questions 53-94)

	53
	Appropriate policies and procedures have been developed and implemented for each of division’s major processes.
	Formal/written accounting procedures are under development.


	Test #8
Discuss the development of the written accounting procedures with the Finance Director.  Determine estimated completion date.  


	Control Fully Functioning?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No, See Corrective Action Plan

	55
	Policies and procedures identify how processes are to be performed and monitored and who is responsible for carrying them out.
	Accounting procedures are currently being developed to include the detailed operating instructions and the position title of the person responsible for completing each task. 
	Test #9

Review a sample of the draft accounting procedures from the Finance Director and determine whether:

(a) they contain enough detail to ensure the process can be understood.

(b) they identify who is responsible for carrying them out.


	Control Fully Functioning?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No, See Corrective Action Plan

	61
	Responsibilities in each division have been assigned in a manner that precludes any individual from processing data transactions in their entirety or from maintaining records for transactions in which the individual participated.
	CARS access controls help segregate accounting functions.  We have limited the number of individuals with CARS Type 8 access to two individuals, neither of whom reconciles the related account activity.  With the exception of these individuals, no one who processes data in CARS has the ability to approve/release batches.
	Test #10
Obtain most recent CARS Access Review.  Verify that only two individuals have Type 8 access and that these individuals did not perform any of the CARS reconciliations in Test #11.


	Control Fully Functioning?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No, See Corrective Action Plan

	62
	Effective procedures have been established for the routine verification of the accuracy of data when it is entered, processed, generated, distributed, or transferred.


	CARS and FAACS are reconciled monthly, helping ensure the accuracy of accounting data.

	Test #11
Judgmentally select a month for testing and obtain all the CARS and FAACS reconciliations for that month.  Review the reconciliations and verify that:

(a) the reconciliations were completed timely (i.e., no later than the last day of the month being reconciled)

(b) all reconciling items were adequately explained and resolved.


	Control Fully Functioning?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No, See Corrective Action Plan

	64
	Effective contingency plans have been developed and documented for each division to deal with service interruptions if they occur.


	The agency COOP Plan addresses risks associated with both short-term and long-term service interruptions. 
	See Test #6
	Control Fully Functioning?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No, See Corrective Action Plan

	76
	The agency has developed a plan that clearly describes the agency-wide security program and policies and procedures that support it.
	Management has formalized its security program into a written IT Plan.
	Test #12
Obtain the current Information Technology Security Plan.  Review key plan components and determine whether they appear consistent with VITA IT Security Standards.


	Control Fully Functioning?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No, See Corrective Action Plan

	81
	Agency information technology policies and procedures are in accordance with VITA policies, standards and guidelines pertaining to internal control over information technology investments and infrastructure.
	Management has formalized its security program into a written IT Plan that complies with VITA Security Standards.
	See Test #12
	Control Fully Functioning?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No, See Corrective Action Plan

	77
	Senior management has established a structure to implement and manage the security program throughout the agency, and security responsibilities are clearly defined.
	Management has identified security roles and EWPs have been updated appropriately.

	Test #13
Verify that the agency has formally documented its security roles.  Select a sample of individuals with security roles, obtain the employee’s current EWP, and determine whether it clearly defines the individual’s security responsibilities.


	Control Fully Functioning?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No, See Corrective Action Plan

	84
	The agency has established physical and logical controls to prevent or detect unauthorized access.
	Passwords are used to limit systems access to those individuals whose job responsibilities require access.

The Systems Administrator disables network access when an employee leaves the agency, thereby preventing access to all DPOR systems.

	Test #14
Contact the Information Systems Director and obtain a listing of all individuals with access to CLES and ETS (both of which are designated as critical operating systems in the agency IT Security Plan.)  Randomly select 10 employees with CLES access and 10 employees with ETS access.  For each employee selected, note the employee’s section and/or position title and determine whether their systems access appears consistent with their position.  Resolve any questionable access capabilities with the employee’s supervisor.
Test #15

Contact DOA Payroll Service Bureau and request them to run the CIPPS 828 Report – List of Terminated Employees.  Select a random sample of 5 terminated employees from the list.  For each employee selected, verify that:

(a) the employee's network access was terminated.
(b) the network termination was completed timely (not more than 48 hours after the employee's termination date).

	Control Fully Functioning?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No, See Corrective Action Plan

	4 Agency-Level Information and Communication Assessment Tools  (Questions 95-110)

	105
	Communication channels exist for employees to effectively communicate up, down and across within an agency.
	DPOR supports an open door policy and communication is good both within and across divisions.

	Test #16
Randomly select 10 employees and conduct a short personal interview to determine whether:

(a) they believe the flow of information is adequate to allow them to successfully perform their jobs.

(b) they believe the information reports they receive are adequate to allow them to successfully perform their job functions.

(c) they believe they are properly trained to perform their jobs.

(d) there are specific changes to the information flow that might benefit the agency.


	Control Fully Functioning?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No, See Corrective Action Plan

	106
	Computer information/analytical reports are provided to the right people, with the right level of detail, at the right time.


	The Department’s automated systems produce a variety of reports used for operating, reporting, and compliance purposes.

	See Test #16 (b)
	Control Fully Functioning?

 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No, See Corrective Action Plan

	114
	Management is receptive to comments by internal and external auditors regarding control deficiencies or suggestions for process improvement.  Appropriate actions are taken and documented.
	The agency is committed to maintaining a strong system of internal controls and is receptive to all suggestions for improvement.


	Test #17
Obtain copies of the last APA and DOA audits.  Review all findings and management letter comments and determine whether corrective action was taken.


	Control Fully Functioning?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No, See Corrective Action Plan

	5 Agency-Level Monitoring Assessment Tools (Questions 111-123)

	115
	Management has established performance measures for processes in a division and receives periodic reports of results against those measures.
	The Director of Performance Analysis has assisted divisions in establishing performance measures.  Management receives reports and feedback on their performance measures and are held accountable for the results.

	Test #18
Obtain a listing of all performance measures from the Director of Performance Analysis.  Judgmentally select a sample of measures and determine whether the reported data is accurate (trace to underlying documentation and/or recalculate).
	Control Fully Functioning?
 FORMCHECKBOX 
 Yes

 FORMCHECKBOX 
 No, See Corrective Action Plan


This worksheet was developed by the Department of Professional and Occupational Regulation to assist in documenting its Phase 1 ARMICS test work.  The worksheet may serve as a useful tool in developing control tests for your agency.  However, control procedures can vary significantly between agencies and this worksheet should be modified to fit your own agency-specific objectives and controls.
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