DEPARTMENT OF PROFESSIONAL & OCCUATIONAL REGULATION

ARMICS IMPLEMENTATION PROGRAM

PHASE I – AGENCY-WIDE CONTROLS

	#
	PROCEDURE
	COMPLETION DATES

Planned            Actual



	
	This program was developed by the Department of Professional and Occupational Regulation to assist in documenting its Phase I ARMICS test work.  The program may serve as a useful tool in planning and documenting the Phase I ARMICS test work for your agency.    However, control procedures can vary significantly between agencies and this audit program should be modified to fit your own agency-specific objectives and controls.


	
	

	1.
	Identify an ARMICS Coordinator who will oversee the implementation process and ensure compliance with established due dates.

ARMICS Coordinator: Pamela Kamalakkannan

	DONE
	DONE

	2.
	Download and read the ARMICS Directive.  Obtain a thorough understanding of the requirements and templates.


	DONE
	DONE

	3
	Review the checklists in light of the agency’s operations and revise as necessary.  Document any significant changes to the checklists.

The questions on the checklists will be used as provided by DOA without modification.  Responses will be evaluated at the conclusion of the ARMICS process to determine if modications are needed for next year.

The rating system was changed from a numeric response of 1-5 to a simple "yes" or "no" response.  This change was done to simplify the rating system for users who were not familiar with the ARMICS process and to address concerns about the consistency of responses.


	7/15/07
	7/15/07

	4.
	Determine who will complete the various checklists and document your reasoning.

GENERAL CHECKLISTS (#16-22, 34, and 35)

Phase I survey questions address controls on a very high level.  As a result, the survey will be sent to Senior Management (the agency Director, the three Deputy Directors, and the Information Systems Manager.  The Chief Deputy, who is also a member of Senior Management, is on extended military leave and was not available to be surveyed.)  Several individuals outside Senior Management have direct responsibility for areas covered by the survey.  As a result, the following individuals will also be surveyed: the Communications Director, the Policy and Planning Director, the Human Resources Director, the Director of Performance Analysis, and the ARMICS Coordinator.
Surveys Will Be Sent To:

Name 1, Name 2, Name 3, Name 4, Name 5, Name 6, Name 7, Name 8, Name 9, Name 10
FISCAL CHECKLISTS (#24-26)

It was determined that the Finance Director and Accounting Manager have the most complete knowledge of agency fiscal policies and therefore should complete these surveys.
Surveys Will Be Sent To:

Accounting Manager, Finance Director
SYSTEMS CHECKLISTS (27-33)

It was determined that the Information Systems Manager had the most complete knowledge of IT policies and therefore should complete these surveys.
Surveys Will Be Sent To:

Information System Manager
Surveys should be sent anonymously to ensure honest response.  Contact VITA and have them establish an ARMICS folder on the shared network.  Survey respondents should anonymously save their completed checklists to the shared folder.   

NOTE: In early 2009, DOA audited the agency’s ARMICS work.  DOA took exception to our decision to limit Phase I surveys to upper management stating that “the opinions of all levels of employees are necessary to obtain a balanced view of agency-wide controls.”  It is therefore recommended that at least some of the Phase I surveys be sent to employees of every pay band and level.

	7/15/07
	7/16/07

	5.
	Send out checklists to the individuals in Step 4.  Follow up to ensure all checklists are returned and send reminders as necessary.  As each survey is returned, assign it a sequential survey number to assist in summarizing the results.  Change the file properties to “read only” to prevent accidental changes.

	7/19/07
	8/8/07

	6.
	After all checklists are returned, combine the individual ratings and comments into a master checklist.  Email the combined checklists to the Evaluation Teams.


	8/30/07
	9/18/07

	7.
	Establish Evaluations Teams to assist in reviewing the completed checklists and in developing the Corrective Action Plans.

Human Resources Team:
Exhibit 17:  Professional and Technical Competence

Exhibit 20:  Human Resources Standards

Team Members: Human Resources Director, ARMICS Coordinator
Risk Assessment Team:

Exhibit 21:  Risk Assessment

Exhibit 22:  Risk Response

Team Members: Policy and Planning Director, ARMICS Coordinator
Fiscal Processes Team:

Exhibits 24-26: Fiscal Questionnaires
Team Members: Accounting Manager, ARMICS Coordinator
Systems Team

Exhibits 27-33:  Systems Questionnaires
Team Members: Information Systems Manager, ARMICS Coordinator
Communications Team:

Exhibit 34:  Information Questionnaire

Exhibit 35:  Communication Questionnaire

Team Members: Communications Director, ARMICS Coordinator
Monitoring Team:

Exhibit 36:  Monitoring Questionnaire

Team Members: Performance Analysis Director, ARMICS Coordinator
Miscellaneous Team:

Exhibit 16:  Ethics

Exhibit 18:  Organizational Structure

Exhibit 19:  Assignment of Authority and Responsibility

Team Members: Performance Analysis Director, ARMICS Coordinator

	
	

	8.
	The Evaluation Teams should review the combined checklists and identify control weaknesses as well as opportunities for improvement.  The Evaluation Teams should develop a Corrective Action Plan (using the template provided) to document their findings.


	9/15/07
	9/21/07

	9.
	Identify Significant Internal Control Strengths applicable to each of the five control categories listed below.  Document the Significant Internal Control Strengths using the Control Procedure Template.

Control Environment

Risk Assessment

Information and Communication

Control Activity

Monitoring


	9/1/07
	9/1/07

	10.
	Plan and conduct Tests of Controls for each of the Significant Internal Control Strengths identified in Step 9.  Prepare appropriate working papers to support all tests of controls.  Summarize your findings on the Control Procedure Template.


	9/21/07
	9/25/07

	11.
	Add any additional findings/weaknesses identified during the Tests of Controls to the Corrective Action Plans prepared in Step 5, if needed. 
 
	9/25/07
	9/25/07

	12.
	Assign individuals to carry out the changes in the Corrective Action Plans.  Monitor the progress towards completion.

	9/30/07
	09/26/08

	13
	Certify the results of the Phase I Internal Control Review using the format in the DOA Directive Appendix A.  See the link below.
http://www.doa.virginia.gov/AICCO/ARMICS/ARMICS_Standards_Directive.pdf
Submit the signed certification to DOA on or before September 30.  Mail to:

Director of Internal Control Compliance Oversight

Department of Accounts
The James Monroe Building
101 North 14th Street, 3rd Floor
Richmond, Virginia 23219-3638 
	9/30/07
	09/26/08
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